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Oracle Cloud Infrastructure Datacenter

오라클영역 고객영역고객 & 
오라클영역

• 사용자계정및정보

• 안전하지않은사용자의
접근행위, IAM 정책, 패치

• Security List, Route 테이블, 
VCN 구성

• 키관리

OCI 서비스

IAM, VCN, 
스토리지, 
컴퓨트및
기타서비스

컴플라이언스

OCI서비스를위해운영되는
하드웨어, 소프트웨어, 네트워크
및시설에대한보호



Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.6

2. OCI의보안체계



2. OCI의보안체계-1

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.7

하드웨어기반의 Root of Trust

Bare Metal Instance

Hardware-Based 
Root of Trust

Bare Metal Instance

Oracle Hardened 
Hypervisor

VM VM VM

VM VM VM
Hardware-Based 

Root of Trust
Hardware-Based 

Root of Trust

Virtual Instance



2. OCI의보안체계-1

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.8

가상네트워크의분리

Isolated Network 
Virtualization

To / From Other Tenants To / From Other Tenants

1세대클라우드 2세대클라우드
Oracle Cloud Infrastructure

Host OS/Kernel

Network Virtualization
Hypervisor

Server Virtualization 네트워크와
테넌시환경의

분리

Server Virtualization 
Hypervisor

Network Virtualization

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

Host OS/Kernel

Network Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS



2. OCI의보안체계-1

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.9

보안위험감소

1세대클라우드 2세대클라우드
Oracle Cloud Infrastructure

Host OS/Kernel

Network Virtualization
Hypervisor

Server Virtualization
Server Virtualization 

Hypervisor
Network Virtualization

Host OS/Kernel

Isolated Network 
Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

Server Virtualization 
Hypervisor

Network Virtualization
Network Virtualization

Hypervisor
Server Virtualization
Server Virtualization 

Hypervisor
Network Virtualization

Server Virtualization 
Hypervisor

Network Virtualization

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

격리된가상
네트워크로보안위험

전이방지

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OSVM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

Isolated Network 
Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS      

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS             

X



2. OCI의보안체계-1

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.10

Region간네트워크보안

AD

서울 Region
춘천 Region

모든데이타는암호화되어전송

AD

Fault 도메인 1/2/3
Fault 도메인 1/2/3



2. OCI의보안체계-2

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.11

네트워크보안

IGW

FastConnect

AD

Virtual Cloud Network

Public 
Subnet

Private 
Subnet

고객데이타센터

Security
List



2. OCI의보안체계-2

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.12

계정관리

가상머신 & 
컨테이너

파일공유Block Storage 데이타베이스Object 
Storage

OCI Service 영역

OCI 콘솔

IAM

인증확인및접속

콘솔사용자

OCI API

측정



2. OCI의보안체계-2

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.13

역할기반의접근통제
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Cloud Guard

보안문제추적 보안위협교정 보안대상검사

• 구성상태점검

• 수행사항모니터링

• 보안문제의
상관관계확인

• 보안문제교정

• 보안상태 정량화

• 보안위험상태평가

• 사용중인모든 OCI의 Tenancy, Compartment, Resource의보안이슈에대한
추적및모니터링

• 다수의 Compartment 사용시 – Root Compartment에적용
• OCI에대한자체보안정책을적용
• 기존보안솔루션 (SIEM)과통합

적용방안
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Cloud Guard – Bucket 보안문제해결예

Configuration
Detector

Rule “Bucket is public” 적용 / 
보안문제생성

(Severity: CRITICAL)

“Bucket is public” 
(Severity: CRITICAL)

Problem

“Cloud Event” 가활성화
되었는가? Yes

Responder
Recipe

Cloud Guard
Operator

보안문제를해결
하겠습니까? Yes

Responder

Responder 가
bucket을

Private으로교정

CRITICAL RISK

Public

Bucket

Private

Bucket

OCI Events

OCI Functions

OCI Notifications

“Make bucket private” 이
활성화되었는가? Yes
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Data Safe



3. OCI의보안서비스및주요기능

Copyright ©  2020, Oracle and/or its affiliates. All rights reserved.20

KMS
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OCI와통합
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OCI의안전한보안생활 –통합보안체계
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