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MySQL Enterprise Edition

Oracle Premier
Lifetime Support

MySQL Enterprise Oracle Product
Security Certifications/Integrations

MySQL Enterprise MySQL Enterprise
Audit Monitor/Query Analyzer

MySQL Enterprise MySQL Enterprise
Scalability Backup

MySQL Enterprise

High Availability MO LU

Database only (Community Edition)

4 Copyright © 2022, Oracle and/or its affiliates



MySQL Enterprise Edition2 2 | & & 4= Q! = 27|

7t MEAIZYM B

- MySQLATEI S| Mg Al U Hz|
50| ot AN B LIEY

« DLIHE ATJEEQ KX B
L BLHY B8 F29| haz)

Lo 24 U 2R s47| B

-1 A
> AL

- MySQL Enterprise Monitor/Backup
Oracle Premier Support for MySQL

Z 20l 6ot 2| S
68

- MySQL Enterprise Security

ot
]
=

>o0x HT

=
= 0y 2let 7| g2
W EHME JHX| ES

0x

5 Copyright © 2022, Oracle and/or its affiliates

11111
11
~—
-

il

M EZ UHOIE B

C A[AE FHONE QIBF 7| 3] AT
A ot x|

. Cf 2 ZHOJA| AJ2B0) OJX| =
P

)
- TOf SR o] AJZHY - ol
H| 8 =
— MySQL Enterprise High Availability
MySQL Enterprise Backup

FOH =S| 7|0]d JHE

LA 241 Ao et
oF Hlojy 22 X|H

Z2 2 JHErRp7; A EH
St AP

=
Jp
rot

. H]
Ct
O =

o

7k

olrofo 02 | A

- MySQL Document Store/ Shell
Oracle Premier Support for MySQL




MySQL Enterprise Tools

MySQL H|O|EH|O| A 2 & 2E| =

6 Copyright © 2022, Oracle and/or its affiliates




MySQL Enterprise Monitor
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ORACLE’ MysQL Enterprise Monitor

Global Summaries v

Overview

Events

Metrics

Queries

Replication

Backups
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Configuration »

>

MLEITH-GB2:3357 v

MySQL Instance Overview

Connections - Running /\/\/\/\/\/\/\/\/\/\/\NV/\/\/\‘A/\,\/
Day
Database Queries - Week

queries Total:

Statement Statistics - avg M/\M/\/\/\Aw

response time:

Network - Datab.
e ——'—\/A\'v basedir: C:\Program Files\MySQL\MySQL Server 5.7\

Throughput - received:

N A tmpdir: CAWINDOWS\SERVIC~2\NETWOR~1\AppData\Local\Temp

Throughput - sent

Disk 170 - All Disks - Read
(SUM):

Disk I/0 - All Disks - Write
(SUM):

Bz D11 1 &5 & admin v
Refresh 10s v I

Last Checked: Sep 20, 2017 8:37:43pm | &

Database Availability

T 100%
| 100%
Month [T § | 100%

Hostname: MLEITH-GB2
Port: 3357

datadir: E:\ade\mysql-data\5.7\

Version: 57.18-log
/\ Build Type: MySQL Community Server (GPL)

Architecture: x86_64
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Database Activity - All My SQL Instances

200

Version: 4000 |

Started 11 hours, 25 minutes ago

@ select (SUM) @ Insert (SUM) @ Update (SUM)

S Subject

Topic

mylab_localdomain, mylab.localdomain:3306 Root Account Without Password

mylab_localdomain, mylab.localdomain:3306 Server Has Accounts Without A Password
mylab_localdomain, mylab.localdomain:3306 Average Statement Execution Time Excess...
mylab.localdomain, mylab.localdomain:3306 SQL Statement Generates Errors or Warnings
mylab_localdomain, mylab.localdomain:3306 Server Has Anonymous Accounts
mylab_localdomain, mylab.localdomain:3306 MySQL Instance Is Experiencing A Query P...
InnoDB Log Buffer Flushed To Disk After Ea...

User Has Rights To Database That Does Not...

mylab.localdomain, mylab.localdomain:3306

mylab.localdomain, mylab.localdomain:3306




Oracle Enterprise Manager Plug-in for MySQL Database

End-to-End Observability and Management Framework
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« MySQL Enterprise Firewall
«  MySQL Enterprise Audit

* QOver 500 metrics collected

https: /jwww mvsql com/products/enterprise/em.html

e
Page Refesned Aug 27, 2014 7:20116 AM CE:
Availability History (Last 7 Days) ‘Connections. Time.
0 —_— 120 |
1 |
100.0% 120 |
. 1 |
2 E = —— 1040 |
Aig 27, 6:2200 am Aug 27, 6:36:00 am Aug 27, 65000 am Aug 27 70400 am A 27, 6:2500 am Aug 27, 6:37:00 am Aug 27 6:4900 am Aug 27 70100 am
A9 20, 20147:20 am CEST A 27,20147:200m CEST 4 Transaction Activity Statement Actvity
o y — |
/ |
— - i
\ s |
|
762400 am 00am Aug 27, 6:48:00
Row Actvity
000 o
7 ) e
2000
0
762300 00 am Aug 27, 6:47:00 am A 0
Incidents and Probler ms
et Local target ted targets cat ] 190 1@0 &0 1P
mar et o Esclation el voe ime Since Las

2etE 280 tiet = AH 9| VHAlE

» Application, middleware, database,
0OS, VM, Hardware, storage

OEM &3 7|s
« Hybrid Cloud Management
* Ops Automation

 REST API (Chef Pupp et, Ansible,
Terraform, etc) & S+ =&t

—
()
00
©
c
©
=
Q
0n
=
o
—
[}
+—
C
L
o
9]
©
—
@)

8 Copyright © 2022, Oracle and/or its affiliates

Public Cloud
- . Service
Application A
=
Middleware B
Database Cloud@Customer
Operating System :
, =[S
Virtual Machine
Traditional
S ervers Data Center
Storage =gil

MySQL Administration Standard (Compliance Standard)
Summory  Trend Over
Target Scorecard Rule valuations
: Wcargiant
o Bl
L Warning
o Wi i
Weror WError
Targets by Severty Rule Evaluations
Resuit By Tarpet | Resk By Conplance Sandd e
Voaters
Name Apphcable To red Dat lable Q A 4 ‘Score (%) L vakuation
s Doabe o o s 50 o 1, 2015



https://www.mysql.com/products/enterprise/em.html

MySQL Enterprise Backup
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Backup: 73 GB Database

4h 17 mins

5.25 mins

mysqldump MySQL Enterprise Backup

Restore: 73 GB Database

18h 45 mins

14 mins

MySQL Enterprise Backup

mysqldump




MySQL Enterprise WorkbenchE 0| &
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« MySQL Enterprise Audit
- MySQL Enterprise Firewall
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File Edit View Query ODaladase Server Tools Scriptisg  Help
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MySGL Enterprise Backup-Ov_ x

MANAGEMENT
© serverstatus MySQL Entemprise
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5 Client Connections o0 MySQL Enterprise Backup E
A Users 2nd Privseges
Status and System Varabl
? D“':"m b Badasp ]obﬁmnfqured for ths MySQL Instance Backup Job Detaks
& Datacep
L DatslmportRestore Sachuo Job LatestBadop  NextFul Badup Next Irer, Sadup Configurabon Status
Full (Full dats) inthe last bosr  2013-01-08 17:24:00 _ =ct scheduled [} Tacgut Hoat: PHILIP-US:3306
PERFORMANCE backupsing fudl data) in the last bosr  not schedaled 2014-0:.09 18:00:00 @ MED Varson: 182
&) Danboard TestisgWorld (partsy... inthelast bosr notschedaled zct scheduled L] MySGL Dot Dreciary:  C\ProgramData\MySQL\MySQL Server 5.6\data\
&7 Perteemance Reports Storage Drectory: C:\MySQUBackuptonse \Full
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ORACLE'" MySQL Enterprise Monitor

Dashboards¥ ~ Events  Query Analyzer ~ Reports & Graphs™ | Configuration ¥

Advisors

§) Edit Selected Advsors @ Disable Selected Advisors

Administration Configured: 26 of 26
Agent Configured: 3 of 3
Availability Configured: 6 of 6
Backup Configured: 5 of §
[item

[+ [ = ~ MySQL Enterprise Backup Failed
[+ [ =) » MySQL Enterprise Backup Succeeded

(8 E =+ Last Full MySQL Enterprise Backup Too Old

[+ [ =+ Incremental MySQL Enterprise Backups Not Enabled

[+ [ &= v MySQL Enterprise Backup Lock Time Excessive

@ Import/Export

Coverage

100% (11)
100% (1)
100% (11)
100% (1)

100% (11)

Event Handling
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https://dev.mysqgl.com/doc/mysql-enterprise-backup/8.0/en/meb-mem.html
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MySQL Enterprise Thread Pool

12000

MySQL 5.6 Sysbench OLTP Read/Write

/Ox R/W scalablk\

64 128 256 512 1024 2048 4096 8192
Simultaneous Database Connections

MySQL 5.6 Sysbench OLTP Read Only

18x R/0O scalability

©
S 10000
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o
‘ Thread Pool Connection Execution Threads g seee
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1 4 16 32 64 128 256 512 1024 2048 4096 8192
Simultaneous Database Connections

= MySQL Enterprise Edition w Thread Pool
m— MySQL Community Edition w/o Thread Pool
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MySQL Enterprise Security

MySQL Enterprise Authentication MySQL Enterprise Firewall
. 2|& 21T 2= : Microsoft AD, Linux PAM, LDAP . SQL TQ 22 Kjrt
. Xlol Zb|
Oo-d O

MySQL Enterprise Encryption
- SEUE 7| A=t MySQL Enterprise Audit
- HIOE =3t - AEX 2SS DA Audit), A ==
- CIXIE M3, HIo|lH 45
MySQL Enterprise Monitor
MySQL Enterprise TDE - HOlHHO| & o, X Hot, HO|EH|0| 2~ A7|0Of,
. O/AF2 00| E o3} Pz 2 HEAY 2L EHE
. 7| 2tE|/= et
MySQL Enterprise Backup

. HHO! H O} ots s
MySQL Data Masking M E O AES 256 22 o}

15  Copyright © 2022, Oracle and/or its affiliates




MySQL Enterprise Authentication
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- Windows Active Directory(Windows MySQL Server&)
Linux PAM(Pluggable Authentication Modules)

Native LDAP
Kerberos

Fast Identity Online(FIDO)
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MySQL ¢=3} 7|5

SSL/TLS Encryption

- MySQL8.00{AM TLS1.3 X| &

« Clients 2t Server AtO| A4 5 3}
. BH A7 Yz

Data Encryption

« AES Encrypt/Decrypt (74 7L E| H{H)
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MySQL Enterprise TDE

MySQL Enterprise Encryption

« Asymmetric Encrypt/Decrypt

MySQL Enterprise Backup Encryption

« AES Encrypt/Decrypt




MySQL Enterprise Encryption
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MySQL Enterprise TDE(Transparent Data Encryption)

19

O/AIE O|O|E{(Data at Rest) &= SHAES 256)

- [System|General|Data Dictionary] Tablespaces, Undo/Redo & Binary/Relay logs
Of =2|A[0[H & ArEX} 5! DBAO| Chet F3-d
7| 22| EFE Z2EZKMIP 1.1) X| &

- Oracle Key Vault, Gemalto KeySecure, Thales Vormetric Key Management Server,

- Fornetix Key Orchestration, Hashicorp and other Key Stores
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MySQL Enterprise Firewall

a" .
L g m Select * from employee where id=22 \/A"OW
mj::t]"
i3 >
Select * from employee where id=22 or 1=1 x Block
Applications

E A Detection & Alert
Intrusion Detection

White List Rule

- SO X H2 el 2 2H 5 ESHALE A+ EH(Allow/Block)

. Detect: S}O|EE|AEQ} DA E|X| Q= 2|2 7|2,

LS =
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MySQL Enterprise Audit

<?xml version="1.0" encoding="UTF-8"2>
<AUDIT>

- A4 2392 9 Queryd| L2t Out-of-the-box £E& 7|5
- 211 =H|O|M & EHE = et AEXZ M
. EXOZ SHMBHH|SA S

« Oracle Audit Vault At 0] [Ef% XML Z7[2to| ZEAF(Audit) 2E 2

« MySQL Workbench0j| 2|3t &gt 22|
- X[410]8.09] 7|5

<AUDIT_RECORD
TIMESTAMP="2012-08-02T14:52:12"
NAME="Audit"
SERVER_ID="1"
VERSION="1"
STARTUP_OPTIONS="--port=3306"
OS_VERSION="1686—LinuX"
MYSQL VERSION="5.5.28-debug-log"/>
<AUDIT_RECORD
TIMESTAMP="2012-08-02T14:52:41"”
NAME="Connect"
CONNECTION_ID="1"
STATUS="0"
USER="joe"
PRIV _USER="root"
05_LOGIN=""
PROXY USER=""
HOST=“"SERVER1"
IP="127.0.0.1"
DBR="“joes_db"/>

<ARUDIT RECORD
- JSON TIMESTAMP="2012-08-02T14:53:45"
NAME="Query"
_ o= CONNECTION ID="1"
H =5 STATUS="0"
OI__._ o SQLTEXT=“SELECT * FROM Jjoes_table;"/>
B | 22" </AUDIT>

MySQL O Z2|# 0| Moj 1A Z=
=
(HIPAA, Sarbanes-Oxley, PCl =
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MySQL Enterprise Masking and De-ldentification

- 24 U HMEeE et §EE B2

- String, SSN, Payment Card, Dictionary
- 2E H0[H 4d

- OOy &alief #leds 3 =
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A& H|Oo|S

ID o o] = SSN
1111 Smith John 555-12-
5555
1112 Templeton Richard 444-12-
‘ 444

HHE H|o[E] &g o2 E &

2874 Smith John

-

3281 Templeton Richard




MySQL A E{Z 20| = HQt

Assess - H 7}

- MySQL Enterprise Monitor
Prevent - &0

- MySQL Enterprise Authentication

- MySQL Enterprise Firewall

- MySQL Enterprise Encryption

- MySQL Enterprise TDE

- MySQL Enterprise Data Masking
Detect - Zf X

- MySQL Enterprise Audit

- MySQL Enterprise Firewall
Recover - =1

- MySQL Enterprise HA

« MySQL Enterprise Backup
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MySQL Enterprise Edition
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MySQL Enterprise High Availability

A &F4 7= X[ &(3d IHE| A 2)

MySQL Enterprise Monitor Replication
MySQL Enterprise Backup
24x7 Premier Support
Shared Disk/ Virtualization
SH HEEE MySQL EOfIA 74 Options
- MySQL Router
MySQL Shell

o InnoDB Cluster
Group Replication

MySQL Replication
MySQL Cluster

MySQL Cluster
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Replication

Replication
. H| 57|, 8t57| ghAl
. RWESI= OIAEZ ROESH= S 0|ER

- Global Transaction Identifier

£ MySQL 8.0.22 £ H, Master/Slave= H| 7| £| 11, {4l Source/Replica £
AHE S OF 2FL| L, https://mysqalhighavailability.com/mysql-terminology-

updates
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MySQLA----master-->MySQLB
MySQLA<---master---MySQLB



https://mysqlhighavailability.com/mysql-terminology-updates

Shared Disk/
Virtualization

Options

Active/Passive 3§ AEZ|X| &2 M %

GO B Loty Ba ‘ =

%E‘IﬁE‘I Eo'l SW % %-clil' E'” Ol E‘I E—:L ﬁicaﬁon/WebServers.

(Linux Cluster, Windows Clustering, S) |

Ats MYy X & _[Orack Net Services lent Access |

" Cluster 1 I B '__“_‘I Cluster2
[ Nodet fIZIITP ::::
MySQL 915 3! X[ AH|A i
- Oracle Clusterware -
Oracle VM live migration
0 Pool of Storage
Oracle Solaris Cluster 8 8 8 @ 8 8
J|E =t =HE
Heartbeat -=---hb-=--~
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Group Replication 7|t
Paxos¥ 1 2|& 7|8 H{F L 7|2t =H|
Active/Active
MySQL Router0f| 2[ot &t F 2
MySQL Shell0f 2|2t & £t2

X538t 7
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H|E 3 IWE|M, Split Brain 3= 2

28  Copyright © 2022, Oracle and/or its affiliates

App Servers with
MySQL Router

ﬁ. S

MySQL Shell
Setup, Manage,
Orchestrate o CO
o O
-1
o=

MySQL Group Replication
Virtual Syncronous Replication
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O e
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Nodes Size limit (8.0.17)
SQL/API +Mgmt + Data: 255
Data nodes: 2-145
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MySQL Cluster Data Nodes




MySQL: Virtualization and containers

+ MySQLS H{%2 5! #E0] 1] o] Hz et
« KB 1383964.1 r—
» https://dev.mysqgl.com/doc/refman/8.0/en/fags-virtualization.html =«
- MySQL= docker O|0]|X|0]| SSA|H = AS o
« MySQL Community available on Docker Hub
- MySQL Enterprise docker 0| 0| X| | Z e
B' e e e te e
* Docker Store: RS S
https://store.docker.com/ LI L R AT
e My Oracle Support: ‘ _“w

https://support.oracle.com

MySQL Operater for Kubernetes

« https://github.com/mysql/mysql-operator
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=1383964.1
https://dev.mysql.com/doc/refman/8.0/en/faqs-virtualization.html
https://store.docker.com/
https://support.oracle.com/
https://github.com/mysql/mysql-operator

MySQL Enterprise 7|= X|& ¥ 22= 215

5= MySQL O|++0j| Lot SA[ =& &
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Oracle 2t4 12| 4|2 &%

« Oracle Enterprise Manager
« Oracle Linux & Oracle VM

: MySQL N E 9— SHX EIRephcatlon ReVIeW « Oracle Solaris
—— E = O _Cl')-ly 29 7H OI_-I O-I X| -c')lil Egr:?glljarla:ivr:Solra\;gﬁlrtecture L) OraC]e OpenStaCk

- St EA §RAEs EEA | enhancemants for ifferent use - Oracle GoldenGate
cases .
A . 1 i 3
- A Aot Sl Strategles for making better use - Oracle Database Firewall
- A28 X[& MH[A O Schema Review - Oracle Secure Backup

- https://www.mysqgl.com/support/consultative.html L Query Review
I
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https://www.mysql.com/support/consultative.html

MySQL Enterprise Edition
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